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The Gender Lens Analysis Handbook, developed under the LAYERS project, supports
youth organisations in strengthening their response to online gender-based violence
(OGBV). It addresses a critical gap between the growing scale of digital harm and the
limited preparedness of organisations, many of which lack clear policies,
safeguarding mechanisms, and staff capacity.

Executive Summary

The Handbook introduces gender lens analysis as a practical tool to examine internal
power dynamics, decision-making, and organisational culture. It helps identify hidden
inequalities and guides organisations toward more inclusive and effective practices.
Central to this approach are survivor-centred and trauma-informed principles,
ensuring that responses prioritise safety, dignity, and confidentiality.

Through practical tools such as policy audits and staff assessments, the Handbook
provides a clear pathway for organisational improvement. It also highlights emerging
digital risks, including Al-driven bias and online harassment, urging proactive and
forward-looking strategies.

Ultimately, the Handbook promotes continuous learning and accountability,
supporting organisations to move from reactive responses to sustainable, gender-
responsive systems that create safer environments for young people.
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This Handbook introduces a gender lens analysis as a practical and structured
process through which youth organisations and civil society organisations can
examine how gender shapes their internal structures, cultures, policies, and everyday

Introduction

practices, particularly in areas like power, participation, leadership, safeguarding, and
decision-making. It aims to support the identification of both visible and less visible
inequalities, as well as policy or practice gaps that may weaken responses to online
gender-based violence.

Developed within the project “LAYERS - Strengthening Youth Capacity through a Multi-
Layered Response to Online Gender-Based Violence”, a 24-month Erasmus+ initiative,
implemented by partners across Greece, Cyprus, Albania, Bosnia and Herzegovina,
Kosovo, and Montenegro, the Handbook addresses the growing challenge of OGBV by
strengthening the capacities of youth organisations, youth workers, and young people
to prevent and respond to digital harm.

This Handbook is particularly important in light of the project’s findings, which point
to significant gaps in organisational preparedness across the region, including limited
OGBV-specific procedures, insufficient safeguarding mechanisms, and uneven staff
confidence in responding to digital abuse. In this context, the Handbook is intended
to support organisations in moving from fragmented or reactive responses toward
more coherent, gender-responsive, and survivor-sensitive systems.

This resource is primarily aimed at youth organisations and civil society organisations
working with young people, and is particularly relevant for organisational leaders,
programme coordinators, youth workers, HR and training staff, and professionals
involved in quality assurance or organisational development. Designed for flexible use,
it can serve either as a comprehensive self-assessment tool or as a guide for focused
work on specific organisational areas. Its chapters blend conceptual guidance with
practical tools, helping organisations translate reflection into action and supporting
not only assessment but also a longer-term process of institutional change toward
safer, more inclusive, and accountable youth work practice.
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1. Foundations: Context, framework & core concepts

1.1. Context & framework

The digital environment of the Western Balkans presents a complex intersection of
high-speed technological adoption and entrenched traditionalist pressures, where
Gender Lens Analysis frameworks reveal that youth organizations face rising
technology-facilitated threats amidst a broader "retraditionalization” of society (EIGE,
2023). While desk research highlights these systemic risks, primary field data reveals
the staggering scale of digital immersion, with internet adoption among youth in
Kosovo reaching between 95% and 97% (LAYERS Needs Assessment Report, 2026).
This hyper-connectivity has created a vast, unprotected surface area for harm that
significantly outpaces the institutional preparedness and operational capacity of local
CSO0s. Within these organizations, a multifaceted paradox exists where formal gender
quotas and progressive rhetoric often mask deeper, informal power asymmetries that
favor male-stereotypical traits like decisiveness and risk-taking, systematically
sidelining women from high-stakes decision-making and budgeting (Frontiers in
Psychology, 2024; CEPS, 2022; Kvinna till Kvinna Foundation, 2022). Field research in
Albania confirms this dynamic, noting that even when women hold executive roles in
60% of organizations, strategic authority frequently remains centralized in male
founders (LAYERS Needs Assessment Report, 2026). Such structural myopia leads to
gender-blind program design, failing to mitigate the online dominance of young men
which normalizes peer-to-peer harassment and escalates OGBV trajectories among
vulnerable adolescents (UNDP, 2022; BCSDN, 2025).

The regional footprint of OGBV is both expansive and severe, characterized by
cyberstalking, doxxing, and the non-consensual sharing of intimate images (DCAF,
2022; SHARE Foundation, 2023). While initial studies suggested that one in ten
adolescent girls was affected by image-based abuse via platforms like Telegram and
Snapchat (DCAF, 2022), recent field data indicates a much higher prevalence, with
image-based blackmail estimated to affect 20% of girls aged 14 to 16 in Kosovo
(LAYERS Needs Assessment Report, 2026). In Albania, 57% of surveyed organizations
report that their beneficiaries encounter OGBV on a frequent basis, yet field research
also identifies critical intersectional risks, such as targeted hate speech directed at
Roma youth (LAYERS Needs Assessment Report, 2026). These patterns are sustained
by a causal chain of patriarchal bargaining where nominal equality is traded for the
maintenance of traditional domestic roles, fostering bystander inaction; indeed, only
23% of youth intervene in online misogyny due to fears of social ostracism (EIGE, 2023;
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OSCE, 2025). In Bosnia and Herzegovina, digital harms are frequently dismissed as
ephemeral compared to physical violence, a sentiment reinforced by the cultural
normalization of harassment as "humor," which minimizes survivor trauma and
contributes to underreporting rates as high as 90% (BIRN, 2023; World Vision
International, 2023; LAYERS Needs Assessment Report, 2026).

The policy landscape compounds these failures through a patchwork of
implementation where Istanbul Convention ratifications exist without the necessary
survivor-centered standard operating procedures, mandatory confidentiality clauses,
or trauma-informed escalation pathways (GBV Standard Operating Procedures, 2023;
European Commission, 2024). Field research reveals a stark infrastructure vacuum
where fewer than 30% of surveyed organizations maintain comprehensive OGBV
policies, and in Montenegro, 50% of organizations could not identify any internal
instruments for handling digital abuse (LAYERS Needs Assessment Report, 2026).
This leaves youth organizations to function as de facto first responders in a state of
vertical skill deficits, where staff often recognize only 41% of hybrid offline-online
cases (PMC Global Health, 2023). Despite being the primary safety net for youth who
distrust institutional law enforcement, these organizations lack the actionable
"do/not-do" protocols and referral pathways needed to manage disclosures safely
(LAYERS Needs Assessment Report, 2026; World Vision International, 2023). The
synthesis of this data underscores an urgent need for diagnostic Gender Lens
Analysis tools to transition these organizations from reactive, improvised crisis
management toward the creation of resilient, gender-responsive systems capable of
providing the operational scaffolding required to navigate the region’s high-risk digital
landscape (BCSDN, 2025; LAYERS Needs Assessment Report, 2026).

1.2. Theoretical foundations

The theoretical foundation of this handbook is built upon the understanding that
gender dynamics are not static but are continuously reshaped by the digital
environments in which modern organisations operate.

Gender dynamics can be described as a multifaceted relationship between social,
cultural, and power factors that influence how an individual interacts within a
particular organisational structure (Maastricht School of Management, 2025).
According to the EIGE (2023), gender dynamics can influence which party has control
in a particular situation as well as which party has their voice heard in a particular
context. In the current digital age, this has been affected to a certain extent due to
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factors such as algorithmic bias as well as certain nuances associated with remote
work arrangements. For instance, gender bias in digital spaces can manifest during
virtual meetings, where women and non-binary individuals may be subjected to
‘mansplaining’, unsolicited or patronizing explanations of technical tasks, which can
negatively affect how their expertise is perceived (Powell et al., 2022).

One important aspect of this framework is the development and classification of
OGBV (Women and Gender Equality Canada, 2025). OGBYV is defined as ‘any act of
violence committed, assisted or aggravated by information and communication
technologies against a person based on gender’ (European Commission, n.d.). This
includes, but is not limited to, cyber harassment, non-consensual intimate image
sharing, and organized hate speeches online. According to UN Women (2023), 0GBV
is a continuation of physical violence and is intended to silence marginalized voices
in the online public sphere. In order to mitigate this threat, organisations must
endeavour to provide both physical and online safe spaces in the workplace where
psychological safety is guaranteed.

Moreover, this discussion will take an intersectional approach, which is a concept
created by Kimberlé Crenshaw, referring to how different aspects of social identity,
such as race, class, or disability, intersect with gender identity to create a unique
experience of oppression or advantage. In the case of the Western Balkans, taking an
intersectional approach is vital to grasp how socio-economic status or ethnic identity
could heighten a victim’s experience of digital harassment (Petrovi¢ & Gaji¢, 2022).
Taking such an approach could help organisations go beyond a "one-size-fits-all"
approach to creating safeguarding policies.

In the case of the Western Balkans, it is essential to take an intersectional perspective
to understand how socio-economic status or ethnicity may exacerbate the experience
of digital harassment for the victim. Recent studies by LAYERS Needs Assessment
(2026) have revealed that the risks of OGBV are exacerbated by ethnicity, such as hate
speech against Roma youth in Albania. Additionally, the high youth NEET rates in
Kosovo at 32.9% compared to the EU’s 9.9% create specific risks related to economic
exclusion and the precarious state of the media.

The Young Men Initiative (YMI) and Regional Context

While the Western Balkans have advanced legal frameworks aligned with the Istanbul
Convention, a critical 'preparedness gap' exists. Data from 2026 indicates that in
Kosovo, where internet penetration reaches 95-97%, adolescent girls aged 14-16 are
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particularly vulnerable to sexual blackmail, which is estimated to affect roughly 20%
of this demographic. Despite this high exposure, fewer than 30% of youth-oriented
CSOs in the region maintain comprehensive OGBV policies or formal referral
pathways, often resulting in reactive and inconsistent responses to digital harms.

The application of these theoretical concepts in the Western Balkans is heavily
influenced by the long-standing expertise that has been gained by the Young Men
Initiative (YMI). This initiative has been implemented in Albania, Kosovo, and Bosnia
and Herzegovina and serves as a framework for engaging young men and boys in the
prevention of gender-based violence. It is evident that gender-based violence requires
a paradigm shift in society and that positive masculinities must be promoted in order
to combat this issue (CARE International, 2021).

For instance, in Bosnia and Herzegovina, the expertise provided by partners such as
SPIN has demonstrated the importance of providing psychological support and
advocating with communities. This approach is particularly relevant for the LAYERS
project, as it fills the void between the conventional concept of gender-based violence
and the new challenges that the digital world has brought. Similarly, the success of
the YMI in the school environment in Kosovo and Albania acts as a precursor for the
way in which educational programmes are designed to deconstruct stereotypes
before they develop into cyber violence. The reference to the YMI's “Programme M”
and “Programme Y” utilises existing methodologies that are relevant to the Balkans'
cultural nuances while adhering to the wider European landscape.

For this reason, it is important that these concepts lead to structural change by
aligning with international best practice frameworks. The reference point can be the
guidelines provided by the WHO and UN Women in relation to gender auditing, which
allows organisations to conduct self-assessments in relation to their internal cultures
and policy gaps (WHO, 2023). These audits can assess whether the internal
procedures in an organisation inadvertently maintain gender inequality or fail to
protect against digital risks.

Leadership Accountability is the last pillar of the above foundation. Organisational
responsibility constitutes a fundamental obligation of an organisation’s leadership to
ensure that the implementation of gender-sensitive reform is not "paper-only" but also
incorporated into the day-to-day operations of the organisation. It should also include
the "duty of care" of providing immediate support and maintaining confidentiality for
victims of OGBV during the investigative procedure. This is also stressed in the gender
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mainstreaming principles by the European Commission (2023), whereby the success
of OGBV prevention in the long term can only be achieved by focusing on resource
allocation for training and monitoring.

Implement
Gender-Sensitive
Reforms

Monitor Progress

Integrate reforms into
daily operations

Track the effectiveness
of reforms

R

Provide Support
to Victims
Offer immediate

assistance and
confidentiality

Invest in training and
monitoring

Figure 1: Cycle of Leadership Accountability

2. Mapping gender dynamics in the organisation

In order to apply a gender lens, an organisation must look inward and map the invisible
dynamics that govern the way it operates. In other words, gender dynamics cannot be
mapped by simply counting the number of men and women in an organisation. Itis a
deep dive into the people with the power to make strategic decisions in an
organisation.

Gender imbalances in positions of decision-making can also result in a series of 'blind
spots' in organisational policy, especially regarding safety and marginalised groups,
according to EIGE (2023). In terms of the framework of the LAYERS project, this
‘mapping’ process is divided into three main pillars: who speaks, who decides, and
who executes.
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Policy Blind Spots

Unseen issues in organisational

policy

Who Speaks m
) —

Limited representation in
discussions

_@_ Lack of gender diversity in
leadership

Gender disparities in [ :

implementation

Figure 2: Gender Imbalances create policy blind spots

For instance, in most organisations, although there may be a gender-differentiated
workforce, the "glass ceiling effect" still applies in that strategic financial and
operational decision-making positions are dominated by a particular demographic
group. By studying such structures, organisations may be able to identify whether they
are providing a framework that promotes a culture of "safe spaces" or whether it
inadvertently supports a patriarchal order. This is especially important in the Western
Balkans, as highlighted by the Young Men Initiative (YMI), whereby institutional
change must be underpinned by a process that deconstructs traditional notions of
leadership in order to accommodate diverse voices in decision-making (CARE
International, 2021).

Supporting material
Tool 2.1._The Leadership Gender Matrix

Tool 2.2_The Gender Influence Diagram

Tool 2.3_Creating Safe Spaces _ The Internal Safeqguarding Checklist
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Tool 2.4 Case studies
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3. Reviewing (0O)GBYV policies

3.1. Introduction

Policy review is a critical, iterative audit process that evaluates organizational
documents, procedures, and cultural practices against socio-ecological,
intersectional, and trauma-responsive frameworks to prevent and address OGBV
(WHO & UN Women, 2022). At its core lies the “policy ladder”, a maturity model
adapting the 7P framework (prevalence tracking, prevention, protection, prosecution
support, provision of services, policy strengthening, partnerships), where organizations
progress from reactive "firefighting" to proactive ecosystems with embedded
monitoring (UNFPA, 2023). This model recognises that policy development is a
process, not a one-time event, and that partial progress is still progress.

All components present, regularly reviewed, staff trained,

Level 5 Policy E t
eve olicy Eeosystem referrals tested, digitally inclusive, GDPR-aligned

Operational Written OGBV policy + complaint procedure +

Level 4
Ve Policy confidentiality protocol + referral pathway

Some components exist (e.g. a code of conduct) but no
complaint procedure or referral pathway; OGBV not named

Partial Coverage

Generic Anti-discrimination or safeguarding policy exists but 0GBV
Level 2 . :
Reference not explicitly named or defined
. No written document addresses GBV, OGBV, harassment,
Level 1 No Policy

or digital safety

Figure 3: Organisations level in line with the 7P framework

Research findings from the LAYERS Needs Assessment Report (2026) show that most
participating youth organisations currently sit at Level 1 or Level 2. Only a small
minority have reached Level 3 or above, and fewer than 30% have any form of written
OGBV-specific procedure. The ladder makes these gaps visible and actionable. Rather
than framing the situation as a failure, it offers a concrete pathway for improvement.
It is important to keep in mind that moving from Level 1 to Level 2 is meaningful
progress: organisations do not need to implement everything at once, and the ladder
is intended to support prioritisation, not to overwhelm.

A number of organisational frameworks now guide how institutions understand,
prevent, and respond to OGBV. These frameworks typically combine rights-based and
survivor-centred principles with practical guidance on policy development,
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programme design, staff capacity-building, and cross-sectoral coordination (UNFPA,
2023; UNFPA, n.d.—a). Landmark tools such as UNFPA’'s Framework for TFGBV
Programming and the Women’'s Rights Online OGBV_ Full Framework provide
structured approaches that span prevention and mitigation, advocacy and
norm-shifting, and service-oriented responses, while also paying attention to gendered
privacy, platform design, and data standards. Taken together, these frameworks offer
a coherent basis for organisations- including civil-society, state and platform actors-
to mainstream OGBYV into their broader gender-equality and protection architectures,
from internal safeguarding policies to external campaigns and partnerships.

Key distinction to keep in mind
A policy review is not about assigning blame. It is a structured process that
helps organisations assess their current position and identify practical steps
toward safer, more consistent, and legally sound practices.

3.2. Trauma-informed and survivor-centered approaches in youth work

Trauma-informed and survivor-centred approaches are now widely recognised as
foundational to ethical and effective responses to GBV, including OGBV. A
trauma-informed approach assumes that many young people will have experienced
interpersonal or structural violence and therefore seeks to prevent re-traumatisation
by embedding safety, trust, collaboration, and empowerment into all organisational
practices (SDDirect, 2022; Saferworld, n.d.). At the same time, a survivor-centred
approach positions the survivor as the primary decision-maker in their own support,
prioritising their safety, dignity, agency, and informed consent across all stages of
intervention (GBV AoR Helpdesk, 2022; USAID/CARE-GBV, 2021; SVRI, 2025).
Together, these perspectives draw on feminist, social-work, and resilience-based
theories, insisting that programmes do no harm, are non-discriminatory, and are
responsive to how intersecting identities shape both risk of OGBV and access to
help-seeking (SDDirect, 2022; SVRI, 2025; UNFPA, 2023). In youth organisations
responding to OGBV, these principles must be operationalised through concrete
policies, staff culture, and everyday practices. This includes:

e Clear, confidential reporting protocols that acknowledge the psychological and
social impacts of online abuse, while ensure that reporting pathways are
confidential, low-threshold, and voluntary (Saferworld, n.d.; Better Internet for
Kids, 2025).

e Regular staff and peer training on creating safe spaces, avoiding triggering
language, and handling disclosures sensitively (SDDirect, 2022; Saferworld,
n.d.).
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e Prioritising survivor autonomy through safety planning, evidence-preservation
guidance, and referrals, always based on informed consent (GBV AoR
Helpdesk, 2022; SVRI, 2025).

Operationalising a survivor-centred lens means that youth organisations must treat
every interaction as an opportunity to strengthen agency rather than to “rescue” or
control. This includes:

a) using non-judgmental language

b) clarifying the limits of confidentiality

c) letting the young person decide how and when to share information or pursue
formal reporting (USAID/CARE-GBV, 2021; SVRI, 2025)

d) integrating intersectional considerations by designing accessible, inclusive
materials and support channels for LGBTQA+ youth, young people with
disabilities, and those from marginalised backgrounds (SDDirect, 2022; UNFPA,
2023).

Finally, youth organisations should embed trauma-informed and survivor-centred
principles into evaluation and monitoring (Chapter 6), using indicators that uphold
safety and anonymity, avoid re-traumatisation, and centre survivors’' feedback in the
design and adaptation of OGBV interventions (UNFPA, 2023; SVRI, 2025).

3.3. Data protection and confidentiality in survivor-centred youth work

When youth organisations respond to OGBV, data protection and confidentiality are
not merely technical requirements but core ethical and survivor-centred obligations.
Young people disclosing online abuse often fear retaliation, stigma, or loss of control
over their story (UNFPA, 2023; GBV AoR Helpdesk, 2022). Organisations should
therefore treat all information about OGBV, whether shared in person, via messaging
apps, or in workshop feedback, as sensitive data, subject to clear internal protocols
and, where applicable, national data-protection legislation (e.g., GDPR-aligned rules
for minors) (Better Internet for Kids, 2025; UNFPA, 2023).

At a practical level, youth organisations should (according to European Commission,
n.d; European Commission, 2016; Information Commissioner’s Office, n.d.):

Funded by the European Union. Views and opinions expressed are however those of the
Co-funded by author(s) only and do not necessarily reflect those of the European Union or the European
the European Union Education and Culture Executive Agency (EACEA)

Neither the European Union nor the granting authority can be held responsible for them

kmTp LJEE" & axoer DSIT 32 (S

Joq1e




LASZRS

Collect and use
personal data only
when legally allowed

Be transparent by
explaining why data is
collected, who sees it,

Use data only for
agreed purposes, like
safety planning or

Collect only the
minimum personal
data needed to

and allow young
people to update it.

data when it's no
longer needed.

information with
strong security

and necessary and how it's used. referrals. provide support.
Protect all Share information
Keep data accurate Delete or anonymise confidential only with staff or

partners who truly
need it and are

staff regularly.

GDPR if asked.

measures. trained.
Have clear, Be able to Ensure young people
doc;ymer)tel{d demonstrate ﬁpply extr? unde(sﬁand that they
confidentiality ' compliance with sa eguards or can wit draw consent
procedures and train minors. or object to certain

uses of their data.

Use simple, youth-
friendly language to
explain data
collection, use, and
retention.

Supporting material

Tool 3.1 - Policy audit table

Tool 3.2 - Gap analysis worksheet

oY e =

GBV response flowchart by GBV Guidelines Team (page 2)

Tool 3.3. - Green and red flags in organizational OGBV response

4. Assessing staff awareness

4.1. Key frameworks and concepts

Assessing staff awareness and skills in addressing OGBYV is essential for youth NGOs,
as digital platforms intensify risks like cyberstalking, image-based abuse, and
algorithmic discrimination targeting young people, particularly vulnerable groups such
as migrants or LGBTQA+ youth.
According to United Nations Children’s Fund (2023), gender competences refer to a
broad and integrated set of knowledge, skills, attitudes, and values that enable
individuals to address gender-related issues effectively, particularly in the prevention
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of and response to GBV. Rather than stopping at basic awareness, this concept
emphasizes that achieving gender equality and meaningful transformation requires
deeper capability and engagement. Such competences bring together an
understanding of gender dynamics with practical abilities and appropriate mindsets,
supported by the resources needed to carry out professional responsibilities in a
thoughtful and innovative way. Importantly, gender competencies involve the capacity
to identify and interpret societal norms, roles, expectations, and power relations linked
to gender. By understanding these structures, as well as the opportunities and
limitations they create, professionals are better equipped to take informed and
purposeful action towards equality.

The Competency Frameworks for Gender-Based Violence Coordination and
Information Management specifies four competency areas and 15 competences,
essential for effective GBV prevention and response. The framework was developed
to support hiring practices based on core competencies and provides useful guidance
for staff recruitment and deployment, capacity development, and performance
assessments for GBV programme managers and coordinators:

Area Description Competences
A demonstrated commitmenttoa | » Understands and applies a
survivor-centred approach and to survivor centred approach.
gender equality. These qualities are | » Demonstrates commitment to
Core absolutely critical to success as a gender equality.
GBV information manager in » Demonstrates cultural
coordination and should be viewed competency and self-reflection.
as fundamental
. » Demonstrates safe and ethical
A set of behaviours that .
- . behaviour.
demonstrate the qualities required
. > Innovates and embraces change.
. for an inter-agency gender-based .
Behavioural . . . » Demonstrates commitment to a
violence information management .
. coordinated response.
position. .
» Demonstrates accountability.
» Adapts and copes with pressure.
» Demonstrates knowledge of the
The specific tasks or functions of humanitarian program cycle and
information management within humanitarian architecture.
coordination. These competencies | » Builds trust and promotes
Functional define the proficiencies and skills collaboration and effective
required by those who are partnerships.
information managers for GBV » Strengthens national and local
Coordination. capacity to collect information
and monitor their response.
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> Negotiates and advocates with
varied audiences for effective
use of data to strengthen GBV
response outcomes.

Technical

The specific knowledge and skills
needed to gather, analyse and
manage information in a safe and
ethical way that facilitates quality
outcomes and an effective

> Effectively monitors the GBV
response, analyses gaps and
communicates needs.

» Communicates and
disseminates information in an
effective and compelling way.

» Demonstrates capacity to advise
and strengthen capacity on data

response collection methodologies and
analysis.
» Handles and stores data
efficiently and sensitively
IMPORTANT

Core competency standards for OGBV response are critical, yet equally vital
are one’s experience, contextual knowledge, trusted relationships, community
access, and nuanced understanding of those most affected, none of which
can be reduced to a checklist.

Next to the core competencies of youth workers, one’s biases, attitudes and beliefs
should also be considered regardless of their qualifications and experience. The core
concept of unconscious bias, pertains to implicit prejudices that occur outside
conscious awareness, triggered by subtle cognitive processes that fill informational
gaps with stereotypes, often leading individuals to perceive members of certain
groups, based on ethnicity, gender, or other traits, as more homogeneous than they
are (Kahneman, 2017). This mirrors invisible racism's subtle microaggressions
(CONSTELLATIONS, 2020), where biases manifest not in overt hostility but through
ambiguous attitudes, as described by Gaertner and Dovidio (1986). Over time, media
and social norms amplify these patterns, suppressing explicit prejudice while allowing
indirect expressions that perpetuate inequalities (Augoustinos & Every, 2007; Dovidio
etal, 2017).

In youth work with OGBV survivors or at-risk beneficiaries, these biases have the
power to potentially distort decision-making and care delivery. For instance, a youth
worker might unconsciously stereotype a young woman's cyberstalking as resulting
from "provocative" online behavior rather than patriarchal dynamics, or dismiss male
survivors' experiences due to rigid gender norms, excluding ethnic minority youth from
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support via "cultural misunderstanding” rationales (Gaertner & Dovidio, 1986). Such
aversive tendencies affect risk assessments, resource allocation, and trust-building,
reinforcing OGBV cycles by prioritizing "model" cases over complex migration-
influenced ones (CONSTELLATIONS, 2020). Awareness training and self-reflection,
aligned with cultural competency standards, enable equitable interventions that
interrupt bias-driven harm (Dovidio et al., 2017).

The Implicit Association Test (IAT)
The Implicit Association Test (IAT) is a tool for exploring unconscious biases,
developed by Project Implicit, and it measures how quickly individuals
associate concepts, revealing hidden mental connections shaped by

4.2. Barriers and challenges in staff assessment

Assessing staff awareness encounters significant barriers that hinder accurate
evaluation and meaningful improvement in youth organizations (UNFPA, 2024;
GenderSAFE, 2025). A primary challenge is resistance to participation, where youth
workers fear that self-assessments or role-plays could expose personal knowledge
gaps, leading to stigma or perceived incompetence; particularly among frontline staff
who is anxious about appearing unprepared when supporting vulnerable young people
(Empower, 2022). This reluctance intensifies in under-resourced NGOs, where time
constraints from heavy caseloads make 30-minute interviews or quarterly audits feel
burdensome, resulting in incomplete data or superficial responses (MEDUSA
Handbook, 2024).

Resource limitations compound the issue, as smaller organizations lack dedicated HR
capacity for consistent assessments, relying on overburdened managers juggling
compliance, recruitment, and crisis response (CESIE, 2024). Technical barriers emerge
in digital surveys or dashboards, especially in Balkan rural areas with unreliable
internet or low digital literacy, excluding remote staff and skewing results toward
urban teams (EIGE, n.d.). Cultural and bias-related hurdles further distort accuracy:
unconscious prejudices cause underreporting of bias self-reflections (e.g., reluctance
to admit victim-blaming tendencies toward youth), while conservative organizational
climates frame OGBV training as "non-essential" activism, discouraging open
engagement (UNDP, 2025). Additional structural challenges include inconsistent
frameworks across departments and lack of baseline data, making progress tracking
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unreliable (KICTANET, 2025). High turnover disrupts longitudinal assessments, as new
hires reset proficiency tiers without historical context, while GDPR compliance fears
lead to over-cautious data destruction, losing valuable trends (UNDP, 2025).

Addressing these barriers involves thoughtful strategies suited to youth organizations'
operational contexts (UNFPA, 2024). Clear assurances of full anonymity (e.g.,
emphasizing that data remains unconnected to HR records or performance
evaluations and serves only aggregated learning purposes) can encourage
participation across teams (GenderSAFE, 2025). When managers participate in
assessments ahead of others, this approach fosters a culture viewing the process as
professional development rather than judgment (CESIE, 2024). Initial small-scale
efforts, paired with incentives like continuing professional development credits or
specialized webinars, allow organizations to build trust gradually before broader
implementation, supported by EU funding streams such as CERV or AMIF to allocate
resources for coordination roles (UNDP, 2025). Such measures gradually turn
challenges into avenues for sustained capacity strengthening, generating dependable
insights to bolster frontline responses (Empower, 2022).

Supporting material

1. Supervision tool: Individual capacity assessment for GBV prevention staff

2. Survivor-centered Attitude Scale

3. Survivor-centered Case Management Knowledge Assessment

5. Gender dynamics in digital era

The dynamic nature of digital work environments in the period between 2024 and 2025
has significantly changed organisational dynamics. Gender in this period is
characterised by the demonstration of power and influence through digital interfaces.
Recent statistics have indicated that digital interfaces have been a "double-edged
sword" in this period. For example, statistics by the International Workplace Group in
2025 indicated that there was a 657% increase in the number of women participating
in remote work in the last five years. However, women in this environment have a
higher probability of experiencing psychological distress compared to those in
traditional work setups by a factor of 3.68 compared to those in traditional work
setups (IJCRT, 2026).
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Figure 4: Psychological Distress in Remote Work

Such suffering is frequently caused by the “24/7 work culture” and the blurring of
professional and home life. In the Western Balkans, ‘regression’ in democratic values
is being experienced in organisational responses, which in turn influences online
safety for women human rights defenders and youth workers (Kvinna till Kvinna,
2024). Online relationships are also affected by ‘proximity bias,” in which remote-
working staff, who are predominantly women with home-life responsibilities, are 40%
less likely to be promoted compared to their in-office colleagues, even if they have
equal or higher levels of productivity (SHRM, 2023; IJARSCT, 2025). The threat
landscape is becoming ever more complex with the advent of Generative Al (GenAl)
and Deepfake technology. This technology is not neutral but is developed through
existing structures that reflect bias.
« Generative Al and Automation Risks: According to the ILO (2024), women are
at a higher risk in the workplace due to GenAl due to their overrepresentation
in clerical and administrative tasks that are likely to be automated. About 29%
of female-dominated occupations are at high risk of automation compared to
only 16% for male-dominated occupations.
o Algorithmic and Training Bias: LLMs still show evidence of ‘gendered ageism.’
In 2025, research discovered that ‘when Al creates resumes for fictional
women, Al always depicts them as younger and less experienced than men with
the same backgrounds, creating a 'trust gap' hindering women'’s career growth,
especially in tech-intensive industries’ (Stanford Report, 2025; Deloitte, 2025).
o Tech-Facilitated OGBV: For instance, in 2025, monitoring in Europe and the
Balkans identified an alarming trend in which Al-generated non-consensual
images and smear campaigns against female professionals were being used
to discredit them. In the Balkans, for instance, 59% of attacks against female
media and NGO workers are now taking place predominantly on social media
platforms (IFEX, 2026).
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Best Practices for Digital Gender Fairness

1. Adopt "Human-in-the-Loop" Al Policies: Never allow Al to make final decisions
on recruitment or performance without a gender-trained human reviewer to
counteract algorithmic bias (UNESCO, 2024).

2. Institutionalise Digital Safety: Appoint ‘Digital Safety Ambassadors’ who are
trained to handle OGBV reports. In the Western Balkans, this has shown to
increase reporting by 30% among youth workers (Kvinna till Kvinna, 2024).

3. Outcome-Based Management: To fight proximity bias, replace ‘time-at-desk’
metrics with clear, objective project outcomes. This protects women who
utilise flexible work for caregiving (EIGE, 2025).

4. Promote Al Literacy Parity: Proactively train female staff in GenAl. Men are
currently 25% more likely to experiment with GenAl, creating a new ‘tech-skill
gap’ that could widen the pay gap by 2030 (Deloitte, 2025).

Supporting material
1. Tool 5.1_Digital Audit Checklist for 2025 Standards

6. Continuous Monitoring

Institutionalising a gender lens is not a step to be taken once; it is a cycle of constant
reform, assessment, and adjustment. As the digital world is in a constant state of
evolution, so is OGBV; thus, an organisation’s internal policies must also be a living
document. This is in accordance with the European Commission's Gender
Mainstreaming Principles, which state that gender equality needs to be integrated into
all phases of policy cycles, including planning, implementation, monitoring, and
evaluation (European Commission, 2023).

For organisations in the LAYERS project, i.e., for those operating in the Western
Balkans and in Europe more broadly, the objective is to move away from the use of
"reactive" approaches and towards the use of more "proactive" structural sensitivity.
This involves the recognition that gender-sensitive reform is a long-term commitment.

How do we track progress?
Tracking progress requires moving beyond qualitative statements toward a mix of
quantitative indicators and qualitative feedback loops.
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« Quantitative Indicators: These include tracking the gender ratio in leadership
roles, the frequency of OGBV-specific training sessions, and the number of
reported digital incidents versus the resolution rate.

« Qualitative Feedback: Progress is also measured by the ‘feeling of safety’
among staff. Periodic, anonymous surveys can reveal whether female and non-
binary staff feel more empowered to speak in digital meetings or if they still
experience "visibility labour" and micro-aggressions.

e The Gender Audit Cycle: Following the WHO/UN Women guidelines,
organisations should conduct a ‘Mini-Audit’ every 12 months. This audit should
specifically review digital footprints, such as the gender balance in external
communications and the inclusivity of internal digital collaborative spaces
(WHO, 2023).

Tracking Progress Beyond Qualitative Statements

Measure staff feeling of
safety

Gender Audit
Cycle

Quantitative
Indicators

aul

Track gender ratios,
training

Review digital footprints
annually

Figure 5: Tracking progress beyond qualitative statements

One of the greatest risks in gender reform is the creation of “zombie policies”, meaning
the documents that exist on an organisation’s server but have no impact on daily
behaviour (Gupta, 2024). To prevent policies from becoming “paper-only”, the
following strategies must be implemented:

1. Direct accountability: OGBV prevention and gender equality targets should be
included in the KPIs of senior management. When leadership is held to account
through performance reviews, policy implementation becomes a priority.

2. Regular socialisation: Policies should be discussed during onboarding and
refreshed in semi-annual meetings. A policy is only effective if every staff
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member knows the specific steps to take when they witness digital
harassment.

3. Visible enforcement: There must be a clear ‘cost’ to violating digital conduct
codes. If micro-aggressions or OGBV occur and are not addressed, the policy
loses all institutional credibility.

4. Budgetary allocation: A policy without a budget is a statement of intent, not a
plan. Continuous monitoring requires dedicated resources for training, safe
digital infrastructure, and support services for survivors.

To ensure that gender sensitivity survives leadership changes and project endings, it
must be embedded into the ‘DNA’ of the organisation:

« Structural integration: Move gender responsibility away from a single "Gender
Officer" and into a cross-departmental "Equality Committee." This committee
should include representatives from IT, HR, and Programme Design to ensure
the gender lens is applied to every layer of the organisation.

« Capacity building: Continuous training is essential. As Al and new digital tools
emerge, staff must be trained on the specific gendered risks of these
technologies.

o The YMI legacy: Drawing from the Young Men Initiative (YMI), long-term
success is found in community and peer-to-peer accountability. By fostering a
culture where staff members act as active bystanders against OGBV, the
organization builds a self-sustaining environment of respect (CARE
International, 2021).

Ultimately, institutionalising a gender lens is not a box to be checked, but a
fundamental shift in how an organisation evolves. By transitioning from reactive crisis
management to proactive structural sensitivity, organisations ensure their
commitment remains resilient against an ever-changing digital landscape. Whether
through the Gender Audit Cycle, the integration of equality targets into senior KPIs, or
the cultivation of active bystander cultures, the goal is to transform "zombie policies"
into a living ecosystem of safety. By embedding these practices, the LAYERS project
fosters a future where digital spaces are defined by inclusion, ensuring that gender-
sensitive reform is a permanent fixture of organizational identity rather than a
temporary initiative.

Supporting material

1. Tool 6.1_Action Plan Template for Continuous Monitoring

2. Tool 6.2_ From assessment to action — A roadmap
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Resources for further reading

Assessment framework to take stock, measure progresses, and identify strengths

and weakness in organisational responses to gender-based violence along the

7/Ps

Core competencies for GBV specialists

Institutional Assessment Tool

Gender Competencies for Service Providers Addressing Violence Against Women

and Girls in the Caribbean Implementation: Guidance for Educators, Health

Workers, Police and Social Workers

Three Strateqgies for Responsible Al Practitioners to Avoid Zombie Policies

References

All resources used for the development of this Handbook can be found here!
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8. Glossary'

>

Digital Mansplaining: A digital manifestation of gender bias where a person
(typically male) explains a concept in a condescending or patronising manner in
virtual meetings or chats.

Gender Dynamics: Relationships and interactions between and among girls, boys,
women and men

Gender Mainstreaming: The integration of a gender perspective into the
preparation, design, implementation, monitoring and evaluation of policies,
regulatory measures and spending programmes, with a view to promoting equality
between women and men, and combating discrimination.

Gender: Social attributes and opportunities associated with being female and
male and to the relationships between women and men and girls and boys, as
well as to the relations between women and those between men.

Glass ceiling effect: Artificial impediments and invisible barriers that militate
against women’s access to top decision-making and managerial positions in an
organisation, whether public or private and in whatever domain.

Intersectionality: Analytical tool for studying, understanding and responding to
the ways in which sex and gender intersect with other personal
characteristics/identities, and how these intersections contribute to unique
experiences of discrimination

Leadership Accountability: Leadership Accountability refers to the responsibility
leaders hold for creating inclusive cultures, addressing inequities, and ensuring
that commitments to DEI are backed by measurable actions and results (Kafilat, &
Kafilat, 2025).

Online Gender-Based Violence (OGBV): Any act of violence committed, assisted,
or aggravated by the use of Information and Communication Technologies (ICT)
against an individual based on their gender. Common forms include online
harassment, non-consensual image sharing (intimate image abuse), cyberstalking,

doxxing, impersonation, hate speech, and Al-generated abuse like deepfakes.

1 All terms were sourced from EIGE’s Glossary & Thesaurus, unless otherwise indicated.
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Proximity Bias: It describes how people in positions of power tend to treat workers
who are physically closer to them more favourably, and stems from the antiquated
assumption that those who work remotely are less productive than those who work
from the office (Tsipursky, 2022).

Safe Spaces: Environments where individuals feel psychologically and physically
secure to participate and report concerns without fear of judgment or retaliation.
Survivor-Centred Approach: A methodology prioritising the safety, rights, and
agency of the individual who has experienced violence during reporting and
support processes.

Unconscious bias: The cognitive shortcuts rooted in evolutionary survival
mechanisms that profoundly shape social interactions by generating automatic
judgments influenced by personal background, experiences, and cultural
environment (Kahneman, 2017).

Online harassment: Use of technology to repeatedly contact, annoy, threaten or
scare someone.

Non-consensual image sharing (intimate image-based abuse): The online
distribution of sexually graphic photographs or videos without the consent of the
individual in the images

Cyberstalking: Stalking by means of email, text (or online) messages or the
internet. It involves repeated incidents, which may or may not individually be
innocuous acts, but combined undermine the victim’s sense of safety and cause
distress, fear or alarm.

Doxxing: The non-consensual disclosure of personal information, allowing
physical targeting or attempts to undermine someone's reputation or credibility.
Impersonation: The act of pretending to be someone else or falsifying the identity
of a person “with the intention of harming, defrauding, intimidating or threatening
anyone” (Panwar & Sihag, 2020).

Gender-based hate speech: Aimed mainly at women and LGBTQA+ individuals,
targeting them for their sex, gender, sexual orientation, or gender identity. It
appears publicly online and privately via messages or emails. Typical

manifestations include victim-blaming, re-victimisation, slut-shaming, body-
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shaming, sexualized threats, offensive remarks about appearance or gender roles,
and disguised mockery through false compliments or humor meant to humiliate
(European Parliament, 2023).

> Morphing/Deepfakes: The form of digital sexual violence where a person'’s face is
digitally superimposed onto another image or video, often pornographic, using
deepfake technology. This emerging form of gendered violence has grown with the
increased accessibility and sophistication of Al, producing highly realistic and

convincing results (UN Women, 2020).
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